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System Architecture

Resources (R): Sensitive data generated by connected objects

Data Owners (DO): Own and manage access to resources by defining access
policies

Central Server (CS): Stores the resources and provides access only when a valid
token is presented

Users (U): Request access to resources and must provide valid tokens
Authorization Server (AS): Issues access tokens based on access policies

defined by the Data Owners
Identity Provider (IdP): Manages user attributes to ensure the integrity of the

access process
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Procedures

Setup (AS, IdP): generate all required parameters and keys

StoreResource (DO, CS, AS): DO stores a new resource Ri on CS
and sends associated access policy πi to AS

KeyQuery (U, IdP, AS): U asks AS for a secret key related to her
attributes AU; IdP identifies U and verifies her attributes

ResourceQuery (U, AS, CS): U queries AS and CS for access to Ri
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Security Requirements

No unauthorized access:

Users without valid attributes must not access the resource Ri

Attribute protection:

Attributes AU must not be revealed to AS or CS, even if they verify πi

Access policy confidentiality:

Only AS and DO should know the access policy πi
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Assumptions

DO is honest

AS, IdP and CS are honest but curious

Users are dishonest
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Summary of the knowledge of each actor.

DO CS AS U IdP

Resource x x x

Access policy x x

User’s attributes x x

User has access x x

Which requested resource x x x
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Patterns

Patterns

Pattern P = (P1, · · · ,PL) ∈ UL, where
▶ U : set with a special wildcard symbol “⋆”,
▶ L ∈ N

P
′
= (P

′
1, · · · ,P

′
L) and P = (P1, · · · ,PL):

▶ P belongs to P
′
, denoted P ∈⋆ P

′
, iff ∀i ∈ {1, · · · , L},

(P
′

i = Pi ) ∨ (P
′

i = ⋆)
▶ P matches P

′
, denoted P =⋆ P

′
, iff ∀i ∈ {1, · · · , L},

(P
′

i = Pi ) ∨ (Pi = ⋆) ∨ (P
′

i = ⋆)
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Patterns: Example

 = 0 1 1  0

 =  1 1 0 

 = 0 1 1  0
 =  0 1 0 

Equal to 

Equals

Differents

    

 = 0 1 1  0 0

 =  1 1 0 

 = 0 1 1 1  0

 =  0 1 0 
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Identity-Based Encryption With Wildcard (WIBE)

Identity-Based Encryption with Wildcards (WIBE) [2]

Setup(1λ, L)→ (pk,msk)

KeyGen(msk,P)→ skP

Encrypt(pk,P
′
,m)→ ctP′

Decrypt(skP ,P, ctP′ , (P
′
))→ m

′

Correctness:

For all λ, L ∈ N, for (pk,msk)← Setup(1λ, L) honestly generated and for
all patterns P,P

′
such that P =⋆ P

′
:

Decrypt(KeyGen(msk,P),P,Encrypt(pk,P
′
,m), (P

′
)) = m
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WIBE Security (1): Indistinguishability

Adversary

OR ?

Adversary

Message 

Challenger

Challenger

Challenger

  queries

Challenger

 

Win

Fail
OR

    for   queried 

Adversary admissible if

Pattern 
Message 
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WIBE Security (2): Pattern-Hiding

Adversary

OR ?

Adversary

Message 

Challenger

Challenger

Challenger

  queries

Challenger

 

Win

Fail
OR

        
or        

for   queried 

Adversary admissible if

Pattern 

Pattern 
Pattern Pattern 
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Access Policies, Attributes and Patterns

π = (· · · ∧ · · · ) ∨ (· · · ∧ · · · ) ∨ · · ·

c = (ak ∧ al ∧ · · · ∧ az)→ P
′ ∈ {0, 1}L:

▶ P
′

i = 1 if ai ∈ c
▶ P

′

i = 0 otherwise, i = 1, · · · , L

AP2Pattern(π, L)→ P
′
: Produces a pattern from access policy π

AU → P ∈ {0, ⋆}L
▶ Pi = ⋆ if ai ∈ AU

▶ Pi = 0 otherwise, i = 1, · · · , L

Att2Pattern(AU, L)→ PU: Produces a pattern from attribute set AU
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Digital Signature Σ

Definition

Setup(1λ)→ (sk, vk)

Sign(sk,m)→ σ

Verify(vk,m, σ)→ 0/1

Security (informally)

Adversary cannot forge a signature for chosen message m
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Our Use Case With a WIBE
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Our Use Case With a WIBE

What about security requirements?

No unauthorized access: YES

Access policy confidentiality: YES

Attribute protection: NO
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Replacing KeyGen by an Interactive Protocol
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Barthoulot, Canard, Traoré Adapting WIBE to Access Control 4th October 2024 15 / 26



Privacy-Preserving Key Generation WIBE

Definition PPKG WIBE

WIBE=(Setup,KeyGen,Encrypt,Decrypt) and

ParamGen(pk)→ ppppkg (IdP)

UserTemKeyGen(pk, ppppkg)→ (tpkuser , tskuser ) (U)

BlindTokenGen(pk, ppppkg,P, tpkuser )→ btP (IdP)

BlindKeyGen(msk, btP)→ bskP (AS)

KeyExtract(bskP, tskuser )→ skP (U)
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Privacy-Preserving Key Generation WIBE

Adversary

OR ?

Adversary

AS
 Blind Token queries

 

Win

Fail
OR

Pattern 

Pattern 
Pattern Pattern 

User oracle
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Back to Our Access Control Use Case
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Auxiliary Primitive: Inner Product Encryption (IPE)

Vectors x, y of length N ∈ N

Inner Product Encryption Scheme [5]

Setup(1λ,N)→ (pk,msk)

KeyGen(msk, y)→ sky

Encrypt(pk, x,m)→ ctx

Decrypt(sky, ctx)→ m
′
= m if ⟨x, y⟩ = 0

Security (informally)

payload-hiding: ciphertexts hide messages

weak/strong attribute-hiding: ciphertexts hide vectors x
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Generic Construction [1]

WIBE with patterns length L from IPE with vectors length N = 2L
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Generic Construction [1]
WIBE with patterns length L from IPE with vectors length N = 2L

Algorithm
ExtendingKeyPatternRandomized

Input: key pattern P of length L
Output: randomized vector y of

length N = 2L

1: i ← 1, j ← 1
2: while i ≤ L, j ≤ 2L do
3: if Pi ̸= ⋆ then
4: yj ← si and yj+1 ← si ·Pi for

si ← Zp

5: else
6: yj ← 0 and yj+1 ← 0
7: end if
8: j ← j + 2, i ← i + 1
9: end while

10: return y
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Generic Construction [1]

WIBE with patterns length L from IPE with vectors length N = 2L

Algorithm ExtendingCtPattern
Input: ciphertext pattern P of

length L
Output: vector x of length 2L

1: i ← 1, j ← 1
2: while i ≤ L, j ≤ 2L do
3: if Pi ̸= ⋆ then
4: xj ← −ri · Pi , xj+1 ← ri for

ri ← Zp

5: else
6: xj ← 0 and xj+1 ← 0
7: end if
8: j ← j + 2, i ← i + 1
9: end while

10: return x
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Generic Construction [1]

WIBE with patterns length L from IPE with vectors length N = 2L
Correctness: ⟨x, y⟩ = 0⇐⇒ P =⋆ P

′
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Generic Construction [1]

WIBE with patterns length L from IPE with vectors length N = 2L

Security:

payload-hiding IPE =⇒ indistinguisable WIBE [1]

weak attribute-hiding IPE =⇒ anonymous WIBE [1]

strong attribute-hiding IPE =⇒ pattern-hiding WIBE

PPKG IPE =⇒ PPKG WIBE
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Mathematical Background and Notations

Asymmetric Bilinear Pairing Group

Γ = (p,G1,G2,GT , g1, g2, e) where

prime p

cyclic groups G1,G2, GT , of order p

⟨g1⟩ = G1, ⟨g2⟩ = G2

polynomial-time computable non-degenerate bilinear pairing e
▶ e : G1 ×G2 → GT

▶ e(g s
1 , g

t
2) = e(g1, g2)

st , s, t ∈ Zp

▶ e(g1, g2) ̸= 1

Notation

Vectors u, v ∈ ZN
p

gu
1 = (gu1

1 , gu2
1 , · · · , guN

1 )

e(gu
1 , g

v
2 ) =

∏N
i=1 e(g

ui
1 , g vi

2 ) = e(g1, g2)
∑N

i=1 ui ·vi
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A Strong Attribute-Hiding IPE Scheme

Chen et al. [4]’s modified private-key IPE

Setup(1λ,N): Γ , B ← Z4×2
p , u,w1, · · · ,wN ← Z1×4

p , α← Zp

msk = (Γ, α,u,w1, · · · ,wN ,B), pp = Γ

KeyGen(pp,msk, y = (y1, · · · , yN) ∈ ZN
p ): r← Z2×1

p ,

sky = (K0,K1) = (g
α+(

∑N
i=1 yiwi )Br

2 , gBr
2 )

Encrypt(pp,msk, x = (x1, · · · , xN) ∈ ZN
p ,m ∈ GT ): s ← Zp,

ctx = ({Ci}Ni=1 ,C ,Caux) = (
{
g
s(uxi+wi )
1

}N

i=1
, e(g1, g2)

αsm, g−s
1 )

Decrypt(sky, ctx): m
′
= C · e(

∏N
i=1 C

yi
i ,K1) · e(Caux ,K0)
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Correctness of the IPE

C · e(
∏N

i=1 C
yi
i ,K1) · e(Caux ,K0)

= e(g1, g2)
αsm · e(g1, g2)su⟨x,y⟩Br+s

∑N
i=1 yiwiBr · e(g1, g2)−sα−s

∑N
i=1 yiwiBr

= m · e(g1, g2)su⟨x,y⟩Br

= m

if ⟨x, y⟩ = 0
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Adding PPKG to our IPE

sky = (K0,K1) =

(
g
α+(

∑N
i=1 yiwi)Br

2 , gBr
2

)
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Adding PPKG to our IPE

sky = (K0,K1) =

(
g
α+(

∑N
i=1 yiwi)Br

2 , gBr
2

)
Sending

{
g yi+γ
2

}N

i=1
instead of

{
g yi
2

}N

i=1
, γ ∈ Zp
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Adding PPKG to our IPE

sky = (K0,K1) =

(
g
α+(

∑N
i=1 yiwi)Br

2 , gBr
2

)
Sending

{
g yi+γ
2

}N

i=1
instead of

{
g yi
2

}N

i=1
, γ ∈ Zp

Problem: γ constant → KGC learns information.
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Adding PPKG to our IPE

sky = (K0,K1) =

(
g
α+(

∑N
i=1 yiwi)Br

2 , gBr
2

)
Sending

{
g yi+γi
2

}N

i=1
, γi ∈ Zp

Thus,

gα
2 ·

(∏N
i=1 g

yi+γi
2

)wiBr

= g
α+(

∑N
i=1 yiwi)Br+(

∑N
i=1 γiwi)Br

2
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Adding PPKG to our IPE
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{
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}N

i=1

Problem: User knowing θ → gα
2

Solution: IdP selects g̃2 = gθ
2 randomly
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Results

Implementation1 done in C with Relic [3]

Used curves: two 128-bits security level curves

BLS24-P317 as elements in G1 are small

BLS12-P381 as pairing is fast

L = 100 and N = 200

Key generation, privacy-preserving key generation, encryption and decryption
execution time. Time is in milliseconds and rounded up.

Algorithms

Curves
KeyGen Encrypt Decrypt PPKG

BLS24-P317 22 31 13 330
BLS12-P381 9 31 12 140

1Thanks to Cyril Bouvier
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Results

Implementation1 done in C with Relic [3]

Used curves: two 128-bits security level curves

BLS24-P317 as elements in G1 are small

BLS12-P381 as pairing is fast

L = 100 and N = 200

Table: (Theoretical) Sizes in kilo-bytes, and rounded.

Elements

Curves
ppppkg ct sk bt tpkuser bsk

BLS24-P317 0.3 8.7 1.6 63 60 63.6
BLS12-P381 0.1 10 0.5 19 20 19.2

1Thanks to Cyril Bouvier
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Using a Trick: Group inversion

In [4]’s scheme:
▶ |ct| = O(N) elements of G1

▶ |sk| = O(1) elements of G2
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Using a Trick: Group inversion

In [4]’s scheme:
▶ |ct| = O(N) elements of G1

▶ |sk| = O(1) elements of G2

In our scheme:
▶ |ct| = O(N) elements of G1

▶ |bsk| = O(N) elements of G2

Can switch elements from G1 and G2!
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Using a Trick: Group inversion

Key generation, privacy-preserving key generation, encryption and decryption
execution time. Time is in milliseconds and rounded up.

Algorithms

Curves
KeyGen Encrypt Decrypt PPKG

BLS24-P317 4 224 51 67
BLS12-P381 4 85 22 71
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Using a Trick: Group inversion

Table: (Theoretical) Sizes in kilo-bytes, and rounded.

Elements

Curves
ppppkg ct sk bt tpkuser bsk

BLS24-P317 0.04 63.6 0.2 8 8 8.1
BLS12-P381 0.05 19.4 0.2 9.6 10 9.7
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Conclusion

Contributions:

New security property for IPE and WIBE: PPKG

First PPKG IPE and WIBE construction (using pairings)

Novel access control method using WIBE in a real-world use case

Future Works:

Develop generic PPKG constructions

Explore more complex access policies

Tutorial for pairing-based protocol implementation

Any questions?

Thank you for your attention!
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Related Works

Table: Comparison of the security properties satisfied by the different tools.

Tool Privacy of access policies Privacy of Attributes

Role-Based Access Control
√

×
Anonymous Credential Systems × ×
Attribute-Based Signatures ×

√

Attribute Based Encryption ×
√

or
√

×
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