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Agenda

• Motivation

• PQC@BSI

• Quantum-safe German Administration PKI

• BSI Study „Status of quantum computer development“



Motivation
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Current Public Key 
Cryptography

(RSA, (EC)DH, (EC)DSA)

X
Post-Quantum Cryptography
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Why Quantum-safe Cryptography?
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Two main threat scenarios

• Store now, decrypt later

Quantum-safe encryption

• Complex migration (e.g. PKI)

Mainly quantum-safe authentication

1
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Policies
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“The Post-Quantum Cryptography Coordinated 
Implementation Roadmap should be available 
after a period of two years following the 
publication of this Recommendation, which 
will be followed by the development and 
further adaptation of Post-Quantum 
Cryptography transition plans of individual 
Member States, in accordance with the 
principles set out in the Post-Quantum 
Cryptography Coordinated Implementation 
Roadmap.”

Policies
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• September 2024: Kickoff PQC-Workstream
• Co-chairs: France, Germany, Netherlands
• Goal: Develop roadmap for a harmonized

transition towards PQC in the EU 

Policies



PQC @ BSI
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Motivation
For high security systems, 

BSI acts on the working hypothesis that cryptographically
relevant quantum computers will be available in the early

2030s.

Remark: This statement is not a forecast of the availability of quantum 
computers, but rather represents a timeline for risk assessment.

Working Hypothesis



BSI Guide „Quantum-safe cryptography“

In 2021 BSI published the guideline
Quantum-safe cryptography – fundamentals, current developments 
and recommendations:

• Background on quantum computers, PQC, protocols, QKD

• Developments in politics, research and industry

• Recommendations for actions:

 Preparation/inventory

 Cryptographic agility

 Conservative KEMs and signature schemes

 Hybrid solutions in general

Reference: www.bsi.bund.de/dok/pqmigration-en
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http://www.bsi.bund.de/dok/pqmigration-en


BSI Technical Guidelines

• Key Encapsulation Mechanisms: 

 FrodoKEM and Classic McEliece

 ML-KEM (for the 2025 update)

• Signature schemes: 

 ML-DSA (for the 2025 update)

 SLH-DSA (for the 2025 update)

 LMS/HSS and XMSS/XMSS^MT

• Parameters: NIST security categories 3 and 5

• Only hybrid solutions, i.e. PQC+Classical KEMs and signatures

One exception: hash-based signatures

Reference: www.bsi.bund.de/TR-02102
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http://www.bsi.bund.de/TR-02102


What about QKD?
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Migration to PQC has highest priority

Some facts:

• Theoretical security based on physical principles

• Only key agreement

• Requires specialized (and expensive) hardware

• Distance limitations

• Implementation security must also be considered

• QKD protocols need to be standardized

• Associated security proofs need to be developed

• Certification criteria for QKD products need to be further

developed

• Mature European QKD products need to be developed



(A selection of) Related Projects

• PQC

 PQC in Botan cryptographic library

 PQC in OpenPGP

 Quantum-safe German Administration PKI (“Verwaltungs-PKI”, “V-PKI”)

Later!

• QKD

 BSI Study “Implementation attacks against QKD systems”

 Common Criteria Protection Profile (with ETSI QKD ISG)

• QC

 BSI Study „Status of quantum computer development“

Later!
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Quantum-safe German 

administration PKI
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The public administration PKI   (“Verwaltungs-PKI”, V-PKI)

Root 10y Sub-CA 6y Subscriber 3y

• Usage: S/MIME, TLS   and   other standard applications

• Scale:   6 Sub-CAs,   approx. 500.000 subscribers

• Algorithm:   RSA

• Goal:   Trustworthy identity management for the public administration

Migration towards a quantum-safe 
V-PKI necessary!
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Quantum-safe V-PKI   – Choice of signature schemes

Important Criteria:

Performance (especially: signature- and PK-size)

Security

Interoperability and compatibility with standard applications

High Availability
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Quantum-safe V-PKI   – Choice of signature scheme

Algorithm Pros Cons

XMSS, LMS
• Well-understood security properties

• Performance (especially: signature- and PK-size)

• Statefulness (!)
• Backup management

SLH-DSA • Well-understood security properties • Performance

ML-DSA in
combination with ECDSA

• Better performance than SLH-DSA

• Presumably: compatibility with standard 
applications

• Structured lattice (?)
• Compatibility of hybrid 

mode (?)

Candidates:
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Comparison of certificate sizes

Algorithm Signature-size in kB PK-size in kB (Signature + PK)-size in kB

RSA4096 0.5 0.5 1

ML-DSA & ECDSA-384 3.4 2.1 5.5

SLH-DSA-192s 16 0.05 16

SLH-DSA-Few-192s 8 0.05 8

LMS-H20-192-W8 1.1 0.05 1.1

HSS-H5/H15-192-W8 1.8 0.05 1.8

Use LMS-H20-192-W8   (or   HSS-H5/H15-192-
W8)?
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Quantum-safe V-PKI   – Choice of signature scheme
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State management

Root

Sub-CA

Subscriber

• Moderate number of signatures 

• Secure environment

Impossible

Challenge

Doable

• Large number of signatures 

• OCSP service
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HSM 0

HSM 1

Backup management according to NIST SP 800-208, § 7

HSM 2

• Create top-level Merkle-tree on HSM 0

• Create bottom-level Merkle-trees on HSM 1, HSM 2

• Sign roots of the bottom-level Merkle-trees with HSM 0

• Store copies of the corresponding signatures and auth. paths 

outside of the cryptographic modules

• Sign messages with HSM 1 (and then with HSM 2)

• Initiate new HSM 3 as long as HSM 0 is operational

(Distributed multi-tree hash-based signatures)
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HSM 0

HSM 1

Backup management according to NIST SP 800-208, § 7

HSM 2

(Distributed multi-tree hash-based signatures)

Problem:

• Cryptographic modules may be operational for < 10y

• All HSMs might break at the same time

• Root-CA needs to be able to generate signatures for 10y
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Backup management

Private key backup necessary

• According to NIST SP 800-208 this is prohibited 

Problem:

Solutions:

• NIST will update NIST SP 800-208 

• https://www.ietf.org/archive/id/draft-wiggers-hbs-state-00.html

§6: Only allow export of seeds of unused subtrees
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https://www.ietf.org/archive/id/draft-wiggers-hbs-state-00.html


Quantum-safe V-PKI   – Choice of signature scheme

Algorithm Pros Cons
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Hybrid Digital Signatures

• Independent signatures, e.g. PQC & ECC

• Signature is valid if and only if all signatures verify

• Concrete proposals @IETF:

 draft-ietf-lamps-pq-composite-sig

 draft-ietf-openpgp-pqc

 Composite construction, e.g. identifier for „ML-DSA-65 + ECDSA-brainpoolP256r1“
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Quantum-safe V-PKI   – Further criteria

Design of certificates:

• Separate signing- and KEM- certificates

• Standardisation of post-quantum schemes in common certificate formats

Cooperation BSI & Cisco Systems & CryptoNext Security & genua GmbH

for X.509 certificates:   draft-ietf-lamps-x509-shbs draft-ietf-lamps-x509-slhdsa 
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Quantum-safe V-PKI   – Further criteria

Migration concept:

• Parallel approach: 

Smooth transition in order to guarantee business continuity

Current, RSA based V-PKI

Quantum-safe V-PKI
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2023 20352025 2027 2029 2031 2033

RSA-Root-2023

RSA-Root-2025

Last issued RSA-CA

Last issued RSA-Subscribers

PQC-Root-Test

PQC-Root

(The bars represent the validity periods of the corresponding certificates)

Migration – What it looks like in validity periods

31



BSI Study „Status of 
quantum computer 
development“
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BSI Study “Status of quantum computer development”

• Available under www.bsi.bund.de/qcstudie

• First version published in 2018

• Updated 2019, 2020, and 2023 

• Next update: December 2024

• Project lead: Prof. Frank Wilhelm-Mauch (FZ Jülich)

with subcontractor: Prof. Rainer Steinwandt (University of Alabama in 

Huntsville)

• Two evaluation schemes: 

 one for quantum computing hardware and

 another for quantum algorithms. 

• Separate evaluation scheme for the field of NISQ algorithms
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• Regev's Factoring Algorithm:

 Alternative to Shor's algorithm

 Asymptotic improvement

 Detailed analysis needed on efficiency gains for

concrete cryptographically relevant factorization

instances

 Extended to DLP by Ekerå and Gärtner

(but not for ECC)

Some Insights from the Newest Update
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Some Insights from the Newest Update

• Neutral atoms using Rydberg states

became a TOP candidate among ion

traps and 2D transmons

(superconducting qubits)
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• Quantum error correction beyond break-even point:

 Error-corrected quantum memory with surface codes of increasing distance (up to distance 7) 

 Logical qubit error is under the physical qubit error threshold 

Increasing code distance leads to better results

 Achieved by a number of engineering improvements

 A main insight is that the background of rare correlated “catastrophic” events has been significantly 

reduced

• Further results in this direction:

Some Insights from the Newest Update



37

• Conclusions: 

 Steady progress towards cryptographic relevance

 Estimated time horizon: Decision pending

 However, huge step forward is expected as soon as heuristic claims

become rigorous

Some Insights from the Newest Update



Summary

• Most of the public-key cryptography deployed today is threatened by large-scale quantum computers.

• „Store now, decrypt later“ is a real threat &   considerable migration times are to be expected.
PQC-migration has to be initiated NOW!

• Cryptographic agility should become a design criterion.

• In general, PQC should be used in hybrid mode together with RSA or ECC.

• QKD is not sufficiently mature from a security perspective. Once it is, it could be an addition to post-
quantum cryptography for a limited set of use cases.

38



Federal Office for Information Security
Godesberger Allee 185-189
53175 Bonn

Email: 
quantum@bsi.bund.de

Dr. Kaveh Bashiri

Image by Maedeh Amini-Bashiri

Thank you for your
attention!

mailto:quantum@bsi.bund.de

